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What is a smart grid communication system?

To support information collection, distribution and analysis, as well as automated control and optimization of

the power system, we argue that the smart grid communication system will rely on two major subsystems: a

communication infrastructure and a middleware platform.

 

What are smart grid standards & protocols?

Figure 3.1 presents the smart grid standards and protocols. At the top standards are categorized in the

following domains: (1) cybersecurity, (2) enterprise, control center, and wide area monitoring, (3) substation

automation, (4) distributed generation and demand response, (5) metering, (6) electric vehicles, and (7)

home/building automation.

 

Do smart grid applications have different latencies and communication reliability?

However,different smart grid applications may have different constraintsfor latencies and communication

reliability. For instance,in basic metering applications a delay of few seconds when collecting metered data is

tolerable,while applications monitoring transmission lines should operate on a time scale of few milliseconds.

 

What research areas are related to routing in smart grid networks?

Another research area related to routing in smart grid networks include the adaptation of routing schemes

designed for general-purpose WMNs to the context of smart grid communications. In , the reliability of the

AODV routing protocol is investigated in a distribution grid topology that spans many kilometers.

 

Are cyber-vulnerabilities in the smart grid still a problem?

Although a considerable amount of research has been conducted in this field many open issues still

existbecause the increased interconnection and integration,e.g.,between electric grid,monitoring and

communication network,data management systems and applications,also introduce new cyber-vulnerabilities

into the smart grid.

 

Why do we need a smart grid interoperability standard?

An urgent need exists to develop interoperability standards that allow utilities to deploy smart components

from any vendor, knowing that they will work with existing power system components at every level. As the

leading smart grid SDO in the US, NIST has established the following three-phase approach to identify

missing smart grid standards :

Government stimulus funding for the smart grid has attracted suppliers from other industries who are intent on

repurposing their products to capture new business. Because communication is a key enabler of smart grid

applications, offerings based on technologies such as WiMAX, 802.11, mesh protocols, and 3G are flooding

the marketplace.
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protocols characteristics and the smart grid application communication requirements, Al-Ali et al. [22]

planned an IoT structure for the smart grid by devoting an IP address to each of the interactive

3.7.6 Smart Grid Communication Protocol Standards ... typically because the state-of-the-art has developed

new capabilities or technologies. Communication protocols are also usually defined in layers although usually

some of the layers can be combined in a particular standard. Common layers (although these too can include

sublayers) consist of: ...

Repository for the Paper: A Modular Framework for Evaluating Smart Grid Communication Protocols over

Mobile Networks - mclab-hbrs/Smart-Grid-Mobile-Network-Framework. ... New connection from b ''

172.28.0.1 '' iec104_trafostation_1 | 2023-01-06 10:38:55,020 root:INFO:Received asdu ASDU:

C_SC_NA_1(1) oa:2, ca:2, cot: ...

Different communication protocols used in smart grid technology are presented, mainly for improving

performance of existing power grid. Present power grids are getting replaced by smart grids, mainly for

improving performance of existing power grid. Integration of electrical, electronics and computer science have

led this technology more popular. Smart grid ...

To enable interoperability, several new communications protocols and standards have been developed over the

past 10 to 20 years. These continue to be refined, even as new systems are rolled out. ... T1 - Secure

Communications in Smart Grid: Networking and Protocols. AU - McLaughlin, Kieran. AU - Friedberg, Ivo.

AU - Kang, BooJoong. AU - Maynard ...

The communication platform itself -the networking related devices and the protocols-offer an additional attack

surface that can be targeted to affect the operation of new Smart Grid controls. This chapter will explore the

most widely relevant standard Smart Grid communication technologies and the protocols involved.

Smart Grid Communications and Networking - May 2012. Introduction. Spread over the grid, sensors and

sensor networks monitor the functionality and the health of grid devices, monitor operation conditions,

provide outage detection, and detect power quality disturbances [1].

The communication infrastructure for the smart grid mainly relies on the bi- directional flow of power and

control information on a single line from the power generation companies to the end-users ...

Smart grid networks, and Operational Technology (OT) networks in general, utilize a variety of

communication protocols for low-latency control, data monitoring, and reporting at every level.

The Open Smart Grid Protocol (OSGP) is a family of specifications published by the European

Telecommunications Standards Institute (ETSI) used in conjunction with the ISO/IEC 14908 control
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networking standard for smart grid applications. OSGP is optimized to provide reliable and efficient delivery

of command and control information for smart meters, direct load control ...

4 ???&#0183; Fang X, Misra S, Xue G, et al. Smart Grid--The New and Improved Power Grid: A Survey.

IEEE Communications Surveys &  Tutorials. 2012;14(4):944-980. Google Scholar. 14. Kabalci Y. A Survey

on Smart Metering and Smart Grid Communication. ... A Survey of Routing Protocols for Smart Grid

Communications. Computer Networks. 2012;56(11):2742-2771.

Since the smart grid deals with a large mass of data and critical missions, it requires ubiquitous, reliable, and

real-time communication. The Internet of Things (IoT) technology, which has the ...

aspect in the smart grid environment, some studies also focus on cyber security standards. Authors in [15, 16]

discuss security requirements, network vulnerabilities, attack countermeasures, secure communication

protocols and architectures in the smart grid environment and analyze smart grid security standards.

Smart Metering Communication Solutions: Enabling Efficient Energy Management Smart metering systems

rely on advanced communication solutions to transmit data between meters and utility companies ...

This paper is presents different communication protocols used in smart grid technology. KEYWORDS: Smart

Grid, WSN, Zigbee, WiFi, GSM I. INTRODUCTION The electrical grid is being revolutionarily transformed

as Smart grid. Smart Grid is an automated and broadly distributed energy generation, transmission and

distribution network.
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